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ﬂf Presentation Plan ﬂf

A. Basic Networking Configuration
B. Network Test and Diagnostic

C. Firewall and network security
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Basic Networking
Configuration

* |P Addresses classes: 5 classes and only
available 3 classes to be used on LAN:

ass A:10.0.0.0to 10.255.255.255
assB:172.16.0.0to0 172.31.255.255
ass C:192.168.0.0to 192.168.255.255

e NetMask:

ass A : 255.0.0.0
ass B : 255.255.0.0
ass C:255.255.255.0
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L’;Z‘ Basic Networking
Configuration

* Linux IP configuration
— Ifconfig
— Ifconfig ethO down
— Ifconfig ethO x.x.x.x netmask x.x.x.x up
— system-config-network

* |P route configuration

— |p route list

— Ip route add x.x.x.x/24 dev ethO

— |p route add default via x.x.x.x

— Ip route delete x.x.x.x/24 dev eth0O



L’;Z‘ Basic Networking
Configuration

* Linux DNS server configuration

— nano /etc/resolv.conf

* hameserver 8.8.8.8
* search 8.8.4.4

— system-config-network

* Linux Local DNS configuration

— nano /etc/hosts
e X.X.X.X hostname hostname.domainname



L’;Z‘ Basic Networking L’;Z‘
Configuration
* NTP (Network Time Protocol) configuration
— We need to install ntp and ntpdate
— nano /etc/ntp.conf
— server pool.ntp.org

— service ntpd start
— ntpdate pool.ntp.org



L’;Z’ Network Test and L’;Z‘
Diagnostic
* Ping command

— ping X.X.X.X
— ping —c10 X.X.X.X

* Traceroute comand

— traceroute www.google.com

— traceroute x.x.X.X



L’;Z‘ Network Test and L’;Z‘
Diagnostic
* Nmap command
— nmap x.X.X.x (simple scan)
— nmap -Sn x.x.x.x/24  (network)
— nmap -Pn x.x.x.x  (Firewall protected hosts)
— nmap -A -T5 x.x.x.x (OS detection)
— nmap -F x.x.x.x (fast scan)

— Nmap -p 80 x.x.x.x (specific port)
—nmap -sN x.x.x.x (firewall weakness)



L’;Z‘ Firewall and Network
Security

* Ferm Firewall
— yum install ferm

— nano /etc/ferm/ferm.conf

* proto tcp dport http ACCEPT;
* Proto tcp dport https ACCEPT;

— service ferm restart
—nmap -Pn 127.0.0.1



L’;Z‘ Firewall and Network L’;Z‘
Security

* Fail2ban installation and configuration
— yum install fail2ban
— cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local

— nano /etc/fail2ban/jail.local
 ignoreip =172.0.0.1/8 (your server IP address)
e bantime = 600 (in second)
* maxretry =3

* desremail = admin@mail.com (admin mail for report)

— service fail2ban restart
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Firewall and Network L’;Z‘

Security

* Fail2ban Spcific configuration
— nano /etc/fail2ban/jail.local

e Add this:

[ssh] (this for ssh service)
enabled =true (it is enabled)

port =ssh (scan the ssh port 22 )
filter =sshd (protect the ssh service)
logpath = /var/log/auth.log (where to store the log)
maxretry = 6 (max number of retry)

— service fail2ban restart

11



