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Users	
  Management	
  

•  Every	
  User	
  have	
  an	
  id	
  (UID)	
  
– /etc/passwd	
  
– /etc/shadow	
  

•  To	
  manage	
  users	
  you	
  can	
  use:	
  
– adduser	
  usname,	
  deluser	
  usname	
  ,	
  usermod	
  
– System-­‐config-­‐users	
  
– passwd	
  –l	
  urname	
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Users	
  Management	
  

•  Add	
  user:	
  
adduser	
  usname	
  (Provide	
  full	
  name	
  and	
  password	
  
later)	
  

•  Remove	
  a	
  user:	
  
deluser	
  -­‐r	
  usname	
  	
  

•  Change	
  user	
  group	
  and	
  change	
  pasword	
  	
  
usermod	
  –a	
  –G	
  gpname	
  urname	
  
passwd	
  urname	
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Groups	
  Management	
  

•  Every	
  group	
  have	
  an	
  id	
  (GUID)	
  
– /etc/group	
  
– /etc/gshadow	
  

•  To	
  manage	
  groups	
  you	
  can	
  use:	
  
– addgroup,	
  delgroup,	
  groupmod	
  
– System-­‐config-­‐users	
  
– getent	
  group	
  (show	
  system	
  groups	
  and	
  the	
  users	
  
aTributed	
  to	
  them)	
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Groups	
  Management	
  

•  Add	
  group:	
  
addgroup	
  gpname	
  

•  Remove	
  a	
  group:	
  
delgroup	
  gpname	
  	
  

•  Remove	
  user	
  from	
  a	
  group	
  
gpassword	
  –d	
  urname	
  grname	
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SHcky	
  Bit,	
  SUID	
  and	
  SGID	
  

•  SUID	
  (Set-­‐User	
  Iden6fica6on)	
  Users	
  
execu6ng	
  this	
  file	
  will	
  have	
  the	
  same	
  rights	
  
that	
  the	
  owner	
  have.	
  
–  Example:	
  ls	
  –l	
  /bin/su	
  

-­‐rwsr-­‐xr-­‐x-­‐x	
  	
  1	
  root	
   	
  sys	
   	
  xxx	
  	
  xxx	
  /bin/su	
  

•  SUID	
  can	
  be	
  set	
  like	
  this:	
  
–  chmod	
  4555	
  filename	
  
–  chmod	
  u+s	
  file	
  name	
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SHcky	
  Bit,	
  SUID	
  and	
  SGID	
  

•  SGID	
  (Set-­‐Group	
  Iden6fica6on)the	
  file	
  
executed	
  will	
  have	
  the	
  same	
  group	
  of	
  the	
  
owner	
  right.	
  
–  Example:	
  ls	
  –l	
  /usr/bin/write	
  

-­‐r-­‐xr-­‐sr-­‐x 	
  1	
   	
  root 	
  sys	
   	
  xxx	
  	
  xxx	
  /usr/bin/write	
  

•  SGID	
  can	
  be	
  set	
  like	
  this:	
  
–  chmod	
  2555	
  filename	
  
–  chmod	
  g+s	
  file	
  name	
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SHcky	
  Bit,	
  SUID	
  and	
  SGID	
  

•  S6cky	
  Bit	
  it	
  is	
  a	
  bit	
  used	
  for	
  shared	
  directory	
  
–  Example:	
  ls	
  –l	
  /var/tmp	
  

drwxrwxrwt 	
  2	
   	
  sys	
  sys	
   	
  xxx	
  	
  xxx	
  /var/tmp	
  

•  S6cky	
  Bit	
  	
  can	
  be	
  set	
  like	
  this:	
  
–  chmod	
  1777	
  filename	
  
–  chmod	
  +t	
  filename	
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SSH	
  Client	
  

•  ssh	
  client	
  connect	
  on	
  an	
  ssh	
  server	
  
ssh	
  -­‐l	
  user	
  domain	
  
ssh	
  user@domain	
  

•  ssh	
  send	
  commands	
  
ssh	
  –t	
  user@domain	
  command	
  

•  ssh	
  access	
  with	
  graphical	
  interface	
  
ssh	
  –X	
  user@domain	
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SSH	
  Client	
  

•  ssh	
  file	
  copy	
  from	
  or	
  to	
  a	
  server	
  
scp	
  source	
  des6na6on	
  
scp	
  filename	
  user@domain:/loca6on	
  

•  scp	
  send	
  folder	
  
scp	
  -­‐r	
  foldername	
  user@domain:/loca6on	
  

•  speed	
  the	
  transfer	
  scp	
  with	
  compression	
  
scp	
  –rvC	
  user@domain:/des6na6on	
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SSH	
  Server	
  Management	
  

•  ssh	
  server	
  installaHon	
  
yum	
  install	
  openssh-­‐server	
  

•  ssh	
  configuraHon	
  
nano	
  /etc/ssh/ssh_config	
  
Protocol	
  2	
  
AllowUsers	
  user1	
  user2	
  user3…	
  
DenyUsers	
  user4	
  user5	
  user6…	
  
PermitRootLogin	
  no	
  
service	
  sshd	
  restart	
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SSH	
  Server	
  Management	
  

•  ssh	
  keychain	
  authenHcaHon	
  
yum	
  install	
  keychain	
  
ssh-­‐keygen	
  -­‐t	
  rsa	
  or	
  ssh-­‐keygen	
  -­‐t	
  dsa	
  

•  Copy	
  the	
  key	
  chain	
  to	
  the	
  other	
  machine	
  
ssh-­‐copy-­‐id	
  

•  Clear	
  all	
  keychain	
  keys	
  
keychain	
  -­‐-­‐clear	
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