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PresentaCon	
  Plan	
  

1.  Tradi>onal	
  Backup	
  Solu>on	
  

2.  FileSystem	
  Snapshot	
  Rsnapshot	
  

3.  Bacula	
  Server	
  and	
  Client	
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TradiConal	
  Backup	
  	
  
SoluCon	
  

– We	
  will	
  use	
  rsync	
  for	
  file	
  backup	
  between	
  client	
  
and	
  server	
  

yum	
  install	
  rsync	
  
rsync	
  -­‐rv	
  /folder	
  user@server:/backupfolder/	
  
–  	
  Using	
  ssh	
  for	
  backup	
  security:	
  
rsync	
  -­‐rv	
  -­‐e	
  ssh	
  /folder	
  user@server:/backupfolder/	
  
–  	
  Using	
  the	
  archiving	
  op>on	
  
rsync	
  -­‐arvh	
  /folder	
  user@server:/backupfolder/	
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TradiConal	
  Backup	
  	
  
SoluCon	
  

–  	
   Move	
  data	
  with	
  compression:	
  
rsync	
  -­‐arvzh	
  /folder	
  user@server:/backupfolder/	
  
–  	
   To	
  see	
  progress	
  using	
  rsync	
  
rsync	
  -­‐arvh	
  -­‐-­‐progress	
  /folder	
  user@server:/
backupfolder/	
  
–  	
   Include	
  and	
  exclude	
  files:	
  
-­‐-­‐include	
  “*.pdf”	
  -­‐-­‐exclude	
  “*.tex”	
  
–  	
   Do	
  a	
  synchroniza>on	
  
	
  	
  rsync	
  -­‐arvh	
  -­‐-­‐delete	
  /folder	
  user@server:/
backupfolder/	
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TradiConal	
  Backup	
  	
  
SoluCon	
  

–  	
   Limit	
  the	
  transfer	
  speed	
  
rsync	
  -­‐arvzh	
  -­‐-­‐bwlimit=100	
  /folder	
  user@server:/
backupfolder/	
  

	
  Do	
  automa>c	
  synchroniza>on	
  
cron	
  -­‐e	
   	
   	
   	
   	
  (choose	
  nano)	
  
–  	
  Add	
  this	
  line	
  and	
  save	
  
00	
  	
  00	
  	
  *	
  	
  *	
  	
  *	
  	
  	
  /usr/bin/rsync	
  -­‐arvzh	
  /folder	
  
user@server:/backupfolder/	
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FileSystem	
  Snapshot	
  	
  
Rsnapshot	
  

–  Rsnaposhot	
  is	
  a	
  file	
  system	
  snapshot	
  u>lity	
  
yum	
  -­‐-­‐enablerepo=sl	
  clean	
  metadata	
  
yum	
  update	
  
yum	
  install	
  rsnapshot	
  
–  	
   Create	
  and	
  send	
  ssh	
  key	
  to	
  the	
  backup	
  clients	
  
ssh-­‐keygen	
  -­‐t	
  rsa	
  
ssh-­‐copy-­‐id	
  user@client1	
  
–  	
   Rsnapshot	
  configura>on	
  can	
  be	
  done	
  the	
  /etc/
esnapshot.conf	
  file:	
  

nano	
  /etc/rsnapshot.conf	
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FileSystem	
  Snapshot	
  	
  
Rsnapshot	
  

snapshot_root 	
   	
  /home/backup	
  	
   	
  	
  
cmd-­‐ssh 	
   	
  /usr/bin/ssh	
   	
  #secure	
  the	
  backup	
  
interval 	
   	
  hourly 	
  6	
  
interval 	
   	
  daily 	
   	
  7	
  
interval 	
   	
  weekly 	
  4	
  
interval 	
   	
  monthly 	
  3	
  
ssh_args 	
   	
  -­‐p	
  22	
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FileSystem	
  Snapshot	
  	
  
Rsnapshot	
  

–  	
   S>ll	
  edi>ng	
  	
  /etc/rsnapshot.conf:	
  for	
  local	
  backup	
  
backup	
   	
   	
  /home/ 	
   	
   	
  localhost/	
  
backup 	
   	
  /etc/ 	
   	
   	
   	
  localhost/	
  
–  	
   For	
  remote	
  directories	
  
backup 	
  user@server:/home/ 	
   	
  server/backup/	
  
backup 	
  user@server:/var/www/	
  server/webbup/	
  
–  	
  Now	
  to	
  check	
  the	
  configura>ons	
  are	
  fine	
  
rsnapshot	
  configtest	
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FileSystem	
  Snapshot	
  	
  
Rsnapshot	
  

–  	
   To	
  run	
  Rsnapshot	
  manually	
  	
  
rsnapshot	
  hourly	
   	
  (-­‐t	
  for	
  test	
  only)	
  
–  	
  Automa>ng	
  Rsnapshot	
  backup	
  via	
  cron:	
  
cron	
  -­‐e	
  
0 	
  */4 	
  *	
  *	
  * 	
  root 	
  /usr/bin/rnsnapshot	
  hourly	
  
30	
  3 	
   	
  *	
  *	
  * 	
  root 	
  /usr/bin/rnsnapshot	
  daily	
  
0 	
  3 	
   	
  *	
  *	
  1 	
  root 	
  /usr/bin/rnsnapshot	
  weekly	
  
30	
  2 	
   	
  1	
  *	
  * 	
  root 	
  /usr/bin/rnsnapshot	
  monthly	
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FileSystem	
  Snapshot	
  	
  
Rsnapshot	
  

–  	
   To	
  make	
  repor>ng	
  for	
  you	
  backup	
  
cp	
  /usr/share/doc/rsnapshot-­‐x.x/u>ls/
rsnapreport.pl	
  /usr/local/bin/	
  
chmod	
  +x	
  /u	
  sr/local/bin/rsnapreport.pl	
  
–  	
   Then	
  add	
  op>on	
  at	
  /etc/snapshot.conf	
  
nano	
  /etc/snapshot.conf	
  
rsync_long_args	
  -­‐-­‐stats	
  -­‐-­‐delete	
  -­‐-­‐numeric-­‐ids	
  -­‐-­‐
rela>vs	
  -­‐-­‐delete-­‐excluded	
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Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
  We	
  will	
  start	
  by	
  Bacula	
  server	
  
yum	
  install	
  -­‐y	
  bacula-­‐director-­‐mysql	
  bacula-­‐console	
  
bacula-­‐client	
  bacula-­‐storage-­‐mysql	
  mysql-­‐server	
  
mysql-­‐devel	
  php	
  phpmyadmin	
  
–  	
  MySQL	
  data	
  base	
  configura>on	
  
service	
  mysqld	
  start	
  
chkconfig	
  mysqld	
  on	
  
mysqladmin	
  -­‐u	
  root	
  password	
  “typepassword”	
  
–  	
  Go	
  to	
  h"p://localhost/phpmyadmin	
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Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
   Configure	
  Bacula	
  server	
  
nano	
  /etc/bacula/bacula-­‐dir.conf	
  
Director	
  {	
  

	
  Password	
  =	
  “password”	
  
Client	
  {	
  

	
  Address	
  =	
  trainX.bi.up.ac.za	
  
	
  Password	
  =	
  “password”	
  

Storage	
  {	
  
	
  Address	
  =	
  trainX.bi.up.ac.za	
  
	
  Password	
  =	
  “password”	
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Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
   S>ll	
  on	
  the	
  /etc/bacula/bacula-­‐dir.conf	
  
Catalog	
  {	
  

	
  dbname	
  =	
  "bacula";	
  dbuser	
  =	
  "bacula";	
  
	
  dbpassword	
  =	
  ”password”	
  

Console	
  {	
  
	
  Password	
  =	
  “password”	
  

–  	
  Now	
  we	
  move	
  to	
  the	
  /etc/bacula/bconsole.conf	
  
Directory	
  {	
  

	
  Password	
  =	
  “password”	
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Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
   Now	
  we	
  edit	
  /etc/bacula-­‐sd.conf	
  
Director	
  {	
  

	
  Password	
  =	
  “password”	
  
–  	
   We	
  comment	
  or	
  delete	
  the	
  next	
  Director	
  zone	
  
#Director{	
  
# 	
  Name	
  =bacula-­‐mon	
  …	
  
#}	
  
–  	
   Edit	
  this	
  part	
  now	
  	
  
Device	
  {	
  

	
  Archive	
  Device	
  =	
  /home/baculabackup	
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Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
  Now	
  we	
  edit	
  /etc/bacula-­‐fd.conf	
  
Director	
  {	
  

	
  Password	
  =	
  “password”	
  
–  	
  We	
  comment	
  or	
  delete	
  the	
  next	
  Director	
  zone	
  
#Director{	
  
# 	
  Name	
  =bacula-­‐mon	
  …	
  
#}	
  
	
  
	
  

15	
  
H3ABioNet	
  Technical	
  Training	
  2,	
  Pretoria	
  2015	
  



Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
   We	
  make	
  the	
  folder	
  for	
  backup	
  
mkdir	
  /home/baculabackup	
  
chown	
  bacula	
  /home/baculabackup	
  
–  	
   Then	
  we	
  start	
  the	
  services	
  and	
  add	
  them	
  to	
  startup	
  
service	
  bacula-­‐dir	
  start	
  
service	
  bacula-­‐fd	
  start	
  
service	
  bacula-­‐sd	
  start	
  
chkconfig	
  bacula-­‐dir	
  on	
  
chkconfig	
  bacula-­‐fd	
  on	
  
chkconfig	
  bacula-­‐sd	
  on	
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Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
  We	
  need	
  to	
  administrate	
  Bacula	
  using	
  Webmin	
  
wget	
  -­‐c	
  
h"p://sourceforge.net/selngs/mirror_choices?
projectname=webadmin&filename=webmin/1.730/
webmin-­‐1.730-­‐1.noarch.rpm	
  	
  
rpm	
  -­‐Uvh	
  webmin-­‐1.730-­‐1.noarch.rpm	
  
service	
  webmin	
  start	
  
chkconfig	
  webmin	
  on	
  
access	
  webmin:	
  h"p://localhost:10000	
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Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
  Aper	
  login	
  using	
  root	
  privileges:	
  
System>>Bacula	
  Backup	
  System	
  (if	
  not	
  try	
  Unused	
  
modules)	
  Then	
  Madules	
  Configura>on	
  
Choose	
  MySQL	
  and	
  entre	
  the	
  configura>on	
  (user,	
  
password,	
  server	
  name)	
  and	
  save	
  
–  	
   There	
  you	
  will	
  have	
  the	
  graphical	
  user	
  interface	
  
for	
  Bacula	
  server	
  management	
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Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
  Bacula	
  Client	
  installa>on	
  and	
  configura>on	
  
yum	
  install	
  -­‐y	
  bacula-­‐client	
  bacula-­‐console	
  
–  	
   Edit	
  bacula	
  configura>on	
  file	
  /etc/bacula-­‐fd.conf	
  
Director	
  {	
  

	
  Password	
  =	
  “password” 	
  (line	
  15)	
  
–  	
   Then	
  Delete	
  or	
  comment	
  line	
  22	
  to	
  26	
  
#Director	
  {	
  
# 	
  Name	
  =	
  bacule-­‐mon	
  …	
  
#}	
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Bacula	
  Server	
  and	
  Client	
  
	
  

–  	
  We	
  configure	
  /etc/bacula/bconsole.conf	
  
Director	
  {	
  
address	
  =	
  trainX.bi.up.ac.za	
  	
   	
  (Bacula	
  server	
  
address)	
  
Password	
  =	
  “password”	
  
– Start	
  the	
  client	
  service	
  and	
  add	
  it	
  to	
  the	
  startup	
  
service	
  bacula-­‐fd	
  start	
  
chkconfig	
  bacula-­‐fd	
  on	
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